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Introduction

This document summarizes the process by which courts submit cases to the OCN ETL Gateway via Web Services.  In addition, the document describes the procedures to be used by sending agencies to query the status of data submissions. 
Security
The OCN ETL Gateway Web Service (hereafter referred to as “OCN-WS”) uses HTTPS protocol to provide secure and encrypted communication between the court (“client”) and the OCN-WS.  The use of HTTPS eliminates the need for VPN connectivity between clients and OCN-WS.

Each court is assigned a unique AuthenticationID and password which will be used to authenticate the messages being sent from the court to the ETL-WS.  Invalid login attempts will be reported back to the client via SOAP Fault Messages (see “Error Messages” at the end of this document).  After three consecutive invalid login attempts, an account will be locked.  No further messages will be accepted from a locked account until the account is reset by the OCN ETL Gateway administrator.

Web Service Interface Specifications

OCN-WS is based on Web Services Description Language 1.1 (WSDL) and Simple Object Access Protocol 1.1 (SOAP)
The formal specifications for the OCN Web Service will be available at several sites during the development and deployment of the OCN.  These sites will be distributed during the kickoff meeting with each vendor or court and updated as the OCN moves from development, to testing to production.   

Sending Court Cases to OCN-WS

Court Cases are sent to OCN-WS using a SOAP message sent over HTTPS.  The following sample code shows the required elements of this message:

	<SOAP-ENV:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xsi:schemaLocation="http://schemas.xmlsoap.org/soap/envelope/ ocnETL.xsd"

 xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

    <SOAP-ENV:Header>

        <msgHeader xmlns="http://www.m3t4.com/websvc/UQL/1.0">

            <AuthenticationID>DonM</AuthenticationID>

            <AuthenticationPwd>myPassword</AuthenticationPwd>

        </msgHeader>

    </SOAP-ENV:Header>

    <SOAP-ENV:Body>

        <ocnETLExchange xmlns="http://www.m3t4.com/ocn/1.0">

            <DatasourceID>System1</DatasourceID>

            <CourtID>1101</CourtID>

            <ReferenceNumber>Ref#123345</ReferenceNumber>

            <RecordCountSent>2</RecordCountSent>           

            <Case xmlns="http://www.m3t4.com/ocn/Case/1.0">

                <CaseClassification>

                    <CaseCategoryCode>CA</CaseCategoryCode>

                    <CaseCategoryCodeOCN>0007</CaseCategoryCodeOCN>                    

                </CaseClassification>

                <CaseFilingDate>2007-08-01</CaseFilingDate>

                <CaseParticipants>

                    <CasePerson>

                        <PersonName>

                            <PersonGivenName>Jane</PersonGivenName>

                            <PersonSurName>Doe</PersonSurName>

                        </PersonName>

                    </CasePerson>

                </CaseParticipants>

                <CaseStatus>

                    <StatusText>OPEN</StatusText>

                    <StatusDescriptionText>OPEN</StatusDescriptionText>

                </CaseStatus>

                <CaseTrackingID>

                    <ID>CMS00123</ID>
                    <IDJurisdictionText>1101</IDJurisdictionText>
                </CaseTrackingID>                

            </Case>

            <Case xmlns="http://www.m3t4.com/ocn/Case/1.0">

                <CaseClassification>

                    <CaseCategoryCode>CA</CaseCategoryCode>

                    <CaseCategoryCodeOCN>0007</CaseCategoryCodeOCN>                    

                </CaseClassification>

                <CaseFilingDate>2007-08-01</CaseFilingDate>

                <CaseParticipants>

                    <CasePerson>

                        <PersonName>

                            <PersonGivenName>Fred</PersonGivenName>

                            <PersonSurName>Flintstone</PersonSurName>

                        </PersonName>

                    </CasePerson>

                </CaseParticipants>

                <CaseStatus>

                    <StatusText>OPEN</StatusText>

                    <StatusDescriptionText>OPEN</StatusDescriptionText>

                </CaseStatus>                

                <CaseTrackingID>

                    <ID>CMS001235</ID>
                    <IDJurisdictionText>1101</IDJurisdictionText>
                </CaseTrackingID>                

            </Case>

        </ocnETLExchange>

    </SOAP-ENV:Body>

</SOAP-ENV:Envelope>




The <DatasourceID>  is provided by the Supreme Court to each court and vendor.  This element is jointly derived with each court/vendor to represent the source of the data.  It is reasonable for multiple courts to have a single DatasourceID.  It is also possible, but not as likely, that a single court may have more than one DatasourceID.  This data element is stored at the batch level to help identify an original source.  
The <ReferenceNumber> should uniquely identify each data transmission from a specific court.   This identifier will be used by the courts to query the status of their data transmissions.

OCN-WS Responses

After the sender has been authenticated, the web service validates and caches the original message.  The client application will receive a response similar to the following:
	<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

    <SOAP-ENV:Body>

        <msgResponse xmlns="http://www.m3t4.com/ocn/1.0">

            <DatasourceID>MyDataSource</DatasourceID>

            <CourtID>9912</CourtID>

            <ReferenceNumber>MyRefNum</ReferenceNumber>

            <RecordCountSent>1</RecordCountSent>

            <RecordCountRcvd>1</RecordCountRcvd>

            <ProcessingResults>

                <exceptionFound>false</exceptionFound>

            </ProcessingResults>

        </msgResponse>

    </SOAP-ENV:Body>

</SOAP-ENV:Envelope>


SOAP Faults

If an error is encountered while processing the client message, OCN-WS will return a SOAP Fault message similar to the following:

	<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

    <SOAP-ENV:Header>

        <msgHeader xmlns="http://www.m3t4.com/websvc/UQL/1.0">

            <AuthenticationID>BadAuthenticationID</AuthenticationID>
            <AuthenticationPwd>badpassword</AuthenticationPwd>

            <User>Me</User>

        </msgHeader>

    </SOAP-ENV:Header>

    <SOAP-ENV:Body>

        <SOAP-ENV:Fault>

            <SOAP-ENV:faultcode>SOAP-ENV:SENDER</SOAP-ENV:faultcode>

            <SOAP-ENV:faultstring>F5-Invalid AuthenticationID</SOAP-ENV:faultstring>

            <faultDetail>fault Detail</faultDetail>

        </SOAP-ENV:Fault>

    </SOAP-ENV:Body>

</SOAP-ENV:Envelope>


The following is a list of fault codes and fault strings used in OCN-WS:

	faultcode
	faultstring

	SOAP-ENV:SENDER
	F1 – Account Locked

	SOAP-ENV:SENDER
	F2 - Account Deleted 

	SOAP-ENV:SENDER
	F3 - Invalid Password

	SOAP-ENV:SENDER
	F4 - Lock Account

	SOAP-ENV:SENDER
	F5 - Invalid AuthenticationID 

	SOAP-ENV:SERVER
	F99 – Unable to authenticate


Application  Errors
Client applications can check for errors by examining the following elements in the web service response:

	Element
	Description

	ProcessingResults/exceptionFound
	· false - no errors or warnings were found.
· true – one or more error or warning was found.

	ProcessingResults/exceptionLevel
	· Element will not be present unless errors or warnings were found.
· “Warning” indicates one or more cases failed XML validation; those individual cases will be skipped.

· “Error” indicates a serious problem with the batch; no cases will be processed.

	ProcessingResults/exceptionText
	· Element will not be present unless errors or warnings were found.
· If present, contains the text of the error or warning.

	ProcessingResults/exceptionCode
	· Element will not be present unless errors or warnings were found.

· If present, contains the code associated with the error or warning.  See below for more details.


Error Codes and Descriptions

	Error Code
	Description

	E1
	Records received not equal to records sent

	E2
	CourtID in header not equal to Court Entity Codes

	E3
	Not Authorized to send data for this CourtID

	W1
	XML Validation Error: …


Data Submission Status Reporting

The OCN Gateway provides a web service for querying the status of data submissions.  This service enables sending agencies to generate both summary and detailed reports about their data submissions.

The summary reports provide an overview of the data submission (“batch”), including the number of cases processed, the number of errors, as well as the batch start and end times.  This primary use of this report is to determine if errors existed in a particular batch.

The detailed report provides descriptions of errors and warnings associated with a particular case.  

Report Requests

The Status Reports can be requested for specific data submissions (identified by the ReferenceNumber), or for specific data ranges.  The following table shows the syntax for requesting a summary report for specific data submissions.
	<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

    <SOAP-ENV:Header>

        <msgHeader xmlns="http://www.m3t4.com/websvc/UQL/1.0">

            <AuthenticationID>DonM</AuthenticationID>

            <AuthenticationPwd>*******</AuthenticationPwd>

        </msgHeader>

    </SOAP-ENV:Header>

    <SOAP-ENV:Body>

        <ocnReportRequest xmlns="http://www.m3t4.com/ocn/1.0">

            <ReportType>Summary</ReportType>

            <CourtID>9912</CourtID>

            <ReferenceNumber>MyRefNum</ReferenceNumber>            

        </ocnReportRequest>

    </SOAP-ENV:Body>

</SOAP-ENV:Envelope>


Reporting Options

The following table shows the different reporting options:

	Data Element
	Format/Values
	Usage Notes

	ReportType
	either “Detail” or “Summary” or “Detail2” 
	Required element.  Data is case-sensitive.

	CourtID
	XXYY
	Required element.

	ReferenceNumber
	alphanumeric string used by courts to uniquely identify each data transmission.
	Optional element.  Can be repeated if requesting data for multiple data transmissions.

Element cannot be combined with MinDate and MaxDate.

	MinDate
	YYYY-MM-DD
	Optional element used for reporting on data transmissions between user-specified dates. 

Must be used with MaxDate.

Cannot be combined with ReferenceNumber.

	MaxDate
	YYYY-MM-DD
	Optional element used for reporting on data transmissions between user-specified dates. 

Must be used with MinDate.

Cannot be combined with ReferenceNumber.


Summary Query Response

	<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

    <SOAP-ENV:Body>

        <ocn:ocnResultSet xmlns:ocn="http://www.m3t4.com/ocn/1.0">

            <ocn:ocnReportRequest>

                <ocn:ReportType>Summary</ocn:ReportType>

                <ocn:CourtID>9912</ocn:CourtID>

                <ocn:ReferenceNumber>MyRefNum</ocn:ReferenceNumber>

            </ocn:ocnReportRequest>

            <ocn:ResultSet>

                <ocn:Summary>

                    <ocn:Row>

                        <ocn:BatchID>1652</ocn:BatchID>

                        <ocn:CourtID>9912</ocn:CourtID>

                        <ocn:DocTypeID>ocnETLExchange</ocn:DocTypeID>

                        <ocn:RecDateTime>2008-04-23 14:30:49.867</ocn:RecDateTime>

                        <ocn:ItemCount>1</ocn:ItemCount>

                        <ocn:ValidItemCnt>1</ocn:ValidItemCnt>

                        <ocn:InvalidItemCnt/>

                        <ocn:ItemStartDatetime>2008-04-23 14:30:50.24</ocn:ItemStartDatetime>

                        <ocn:ItemEndDatetime>2008-04-23 14:30:50.837</ocn:ItemEndDatetime>

                        <ocn:DataSourceID>MyDataSource</ocn:DataSourceID>

                        <ocn:SourceRefID>MyRefNum</ocn:SourceRefID>

                        <ocn:AccessMethod>WebSvc</ocn:AccessMethod>

                        <ocn:LoginID>DonM</ocn:LoginID>

                        <ocn:FTPFileName/>

                        <ocn:BatchErrorCode/>

                        <ocn:BatchErrorText/>

                    </ocn:Row>

                </ocn:Summary>

            </ocn:ResultSet>

        </ocn:ocnResultSet>

    </SOAP-ENV:Body>

</SOAP-ENV:Envelope>


Note that the <LoginID> contains the AuthenticationID used to submit the court cases to the Supreme Court.

<BatchID> is an identifier assigned by the OCN Gateway to uniquely track each data submission.
Detail Query Response

	<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">

    <SOAP-ENV:Body>

        <ocn:ocnResultSet xmlns:ocn="http://www.m3t4.com/ocn/1.0">

            <ocn:ocnReportRequest>

                <ocn:ReportType>Detail</ocn:ReportType>

                <ocn:CourtID>9912</ocn:CourtID>

                <ocn:ReferenceNumber>MyRefNum</ocn:ReferenceNumber>

            </ocn:ocnReportRequest>

            <ocn:ResultSet>

                <ocn:Detail>

                    <ocn:Row>

                        <ocn:BatchID>1652</ocn:BatchID>

                        <ocn:ItemID>1</ocn:ItemID>

                        <ocn:CourtID>9912</ocn:CourtID>

                        <ocn:SourceRefID>MyRefNum</ocn:SourceRefID>

                        <ocn:ItemRcvDatetime>2008-04-23 14:30:50.053</ocn:ItemRcvDatetime>

                        <ocn:ItemStartDatetime>2008-04-23 14:30:50.24</ocn:ItemStartDatetime>

                        <ocn:ItemEndDatetime>2008-04-23 14:30:50.837</ocn:ItemEndDatetime>

                        <ocn:ItemStatusInd>S</ocn:ItemStatusInd>

                        <ocn:ItemErrorText/>

                    </ocn:Row>

                </ocn:Detail>

            </ocn:ResultSet>

        </ocn:ocnResultSet>

    </SOAP-ENV:Body>

</SOAP-ENV:Envelope>


<ItemID> indicates the ordinal position of the case within the batch.
<ItemStatusInd>  has the following values:

· Null (empty element): Not Yet Processed

· S – Successfully processed

· X – Case failed XML Validation

· E –  One or more fatal errors encountered while processing the case; case not loaded to the OCN Data warehouse.  See <ItemErrorText> for more details.
· W – One or more warnings were generated during code translation and validation, but the data was successfully loaded to the OCN Data Warehouse.

· P – Case is currently being processed.

Detail2 Query Response
	<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
    <SOAP-ENV:Body>
        <ocn:ocnResultSet xmlns:ocn="http://www.m3t4.com/ocn/1.0">
            <ocn:ocnReportRequest>
                <ocn:ReportType>Detail2</ocn:ReportType>
                <ocn:CourtID>2501</ocn:CourtID>
                <ocn:ReferenceNumber>CR20081006094020002008</ocn:ReferenceNumber>
            </ocn:ocnReportRequest>
            <ocn:ResultSet>
                <ocn:Detail2>
                    <ocn:Row>
                        <ocn:BatchID>4010</ocn:BatchID>
                        <ocn:ItemID>1</ocn:ItemID>
                        <ocn:CaseID>02CR002444</ocn:CaseID>
                        <ocn:CourtID>2501</ocn:CourtID>
                        <ocn:SourceRefID>CR20081006094020002008</ocn:SourceRefID>
                        <ocn:ItemRcvDatetime>2008-10-08 08:46:03.547</ocn:ItemRcvDatetime>
                        <ocn:ItemStartDatetime>2008-10-08 08:46:10.42</ocn:ItemStartDatetime>
                        <ocn:ItemEndDatetime>2008-10-08 08:46:16.747</ocn:ItemEndDatetime>
                        <ocn:ItemStatusInd>S</ocn:ItemStatusInd>
                        <ocn:ItemErrorText/>
                    </ocn:Row>
                </ocn:Detail2>
            </ocn:ResultSet>
        </ocn:ocnResultSet>
    </SOAP-ENV:Body>
</SOAP-ENV:Envelope>



<ItemID> indicates the ordinal position of the case within the batch.

<CaseID> is the local court case number (Case/CaseTrackingID/ID)

<ItemStatusInd>  has the following values:

· Null (empty element): Not Yet Processed

· S – Successfully processed

· X – Case failed XML Validation

· E –  One or more fatal errors encountered while processing the case; case not loaded to the OCN Data warehouse.  See <ItemErrorText> for more details.

· W – One or more warnings were generated during code translation and validation, but the data was successfully loaded to the OCN Data Warehouse.

· P – Case is currently being processed.

Assumptions

Maximum File Size

The preferred batch size as determined by the OCN team is 20MB.  If a court expects to regularly exceed this size for daily transmissions the OCN team will work with the vendor to define technical and scheduling options to maintain efficiency on both sides of the transmission. The maximum batch size for daily transmissions is 40MB.
Initial Load

 During the initial load of court data it is assumed that data will be received via CD/DVD media at the Supreme Court.  For this data the format will be the same XML format.  This data will be processed as if it was received via FTP.  

Thus a valid user account will be required for that court, as responses to the data will be placed in the users FTP home directory.  

For the initial load it is required to break up the court data into multiple files.  The objective is to efficiently manage the processing of data from receipt through to the OCN Repository.  We are requesting separate files for each year of case history. For larger courts it may be necessary that the initial load data be broken up into multiple files. The maximum batch size for transmissions through FTP or media is established at 60MB by the OCN teams.  Suggestions for the further breakdown are month within the year or case type within the year.  The final decision will be up to the individual vendor or court.  

Character Encoding

The OCN Gateway will assume that incoming data is encoded in UTF-8 unless otherwise specified as part of the HTTP Header or XML Declaration Statement.  OCN Gateway clients are responsible for ensuring that the character encoding scheme specified as part of the HTTP Header and/or XML Declaration are correct.  Incorrect coding schemes may result in XML Schema validation errors.

Encoding schemes known to be supported include the following.  Other schemes may also work, but have not been tested.  

· Windows-1252

· ASCII

· ISO-8859-1

· UTF-8

· UTF-16

· UTF-16LE

· UTF-16BE 

During processing at the OCN

· The Gateway internally converts data to Unicode (Java processing) and UTF-8 (XML Processing), regardless of how it is transmitted.  This conversion does not result in loss of data when data is converted between the character encoding schemes listed above.

· When data is loaded to the OCN Data Warehouse, the data is stored using the Windows CP1252 code page.  Data which cannot be represented using this code page will be converted to escaped character references.

· During display for the OCN the JIS application retrieves the data and converts the data back into Unicode and/or UTF-8 format internally.  This restores the escaped character references to their original format.  

· The data is converted to ISO-8859-1 for display by the flex client.  Any characters defined in the ISO-8859-1 will be displayed correctly; all other characters will be converted to escaped character references (&u\XXXX).

Web Service Files

OCN_VENDOR_MAPPING.xls
This document provides an overview of the data elements exchanged for a case. It identifies which case types may contain the element. Also, it lists if the element is required, repeated and the data formatting. Lastly, it includes the schema mapping for the OCNCaseETL.xsd. 
OCNETL.wsdl
The master wsdl file describing the process utilized by a court to submit data to the ETL Gateway server via a web service. This file describes the functions, including the input and output parameters, for the web service. The formats for the input and output parameters are defined in the XML schemas below.
OCNETL.xsd
This file defines the format of the input and output parameters for the function supported by the wsdl. It defines the batch header information that must be sent with each submission from the court. This includes fields such as datasource id, court id, reference number, etc. It imports the OCNCaseETL-xsd.xsd for the format of the case data.
OCNCaseETL.xsd
This file defines the format of the case data to be submitted by the court. It contains all of the fields that the OCN Repository can store. This document was based heavily on the OCN UI Requirements document developed for the JIS Portal.
Uqlmsg.xsd

This file defines the standard query format within the JIS/JDX applications. UQL stands for universal query language and was developed as a means to accommodate queries for various vertical industries.
websvcUQL.xsd

An extension of the uqlmsg-xsd.xsd that accommodates the special features needed to implement a web service. This includes authentication parameters in the SOAP Header as well as the fault codes returned to the client.
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